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Chapter 1. Advanced Network Security 

Lab1: Create a basic network monitoring environment for real-

time threat detection using NMAP and ZENMAP. 

1. NMAP 

Nmap (Network Mapper) is an open-source tool used for network discovery and security 

auditing. It allows to Discover Hosts, Port Scanning, Service Detection, Operating System 

Detection, Network Inventory. Nmap is widely used by network administrators and security 

professionals for monitoring network security and conducting vulnerability assessments. 

Task 1: Installation of Nmap on Ubuntu 

1. What command should you run to update the package list on Ubuntu? 

2. What command do you use to install Nmap? 

3. How can you verify that Nmap has been installed successfully? 

Task 2: Network Scanning  

4. 4. What command will you use to scan the network and identify which servers and 

devices are up and running in the subnet 192.168.1.0/24? 

5. 5. Any types of Nmap scans that you are aware of? 

Step 1: installation of Nmap on Ubuntu 

command → sudo apt update 

 

command → sudo apt install nmap 

 

 command → nmap --version 
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Step 2: Scan a network and find out which servers and devices are up and running:   

command → nmap 192.168.1.0/24 
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2. ZENMAP 

Zenmap is the graphical user interface (GUI) for Nmap, designed to make network scanning 

easier and more accessible. It allows users to visualize and interact with Nmap's powerful 

features without needing to use command-line instructions. Key functionalities include User-

Friendly Interface, Profile Selection, Target Specification, Visual Outputs. Zenmap is a valuable 

tool for network administrators and security professionals, facilitating effective network 

monitoring and vulnerability assessments. 

Task 1: Download and Installation 

1. Where can you download Zenmap? 

2. What steps must you follow to install Zenmap on your system? 

Task 2: Basic Network Scan  

3. Which profile should you select for a quick scan?  

4. What types of output will you receive after performing the scan? (List them.) 

Task 3: Scanning Techniques  

5. How can you scan multiple IP addresses or subnets using Zenmap?  

6. What command can you use to scan the subnet while excluding a specific host (e.g., 

192.168.1.101)?  

7. What command would you use for a fast scan on the network range 192.168.1.10/24?  

8. How can you observe packets sent and received during a scan? 

Task 4: Single Host Scan  

9. How do you scan a single host in Zenmap?  

Task 5: Saving Scan Results  

10. What steps do you follow to save your scan results in Zenmap? 
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Step 1: Download Zenmap from https://nmap.org 

 

 

 

https://nmap.org/
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Step 2: After downloading the application, install it in the system. 
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Step 3: The Zenmap has been installed 

 

 

Step 4: Scan a network and find out which servers and devices are up and running:  

In Target give 192.168.1.0/24 , Profile give  Quick Scan 

a. The following output will give for Nmap Output   
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b. The following output will give for Ports/Hosts Output  

 

 

c. The following output will give for topology  
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d. The following output will give for Host details 

 

 

Step 5: Scan multiple IP addresses or subnets: 

 



15 

Cybersecurity for all (CS4ALL) ERASMUS-EDU-2022-CBHE, No 101083009 

 

 

 

 

 

 

 

 

 

 

 

 



16 

Cybersecurity for all (CS4ALL) ERASMUS-EDU-2022-CBHE, No 101083009 

Step 6: Scan by excluding a host: 

Command > nmap 192.168.1.0/24 --exclude 192.168.1.101 

That will exclude the host while scanning. 

 

 

Step 7: Fast nmap scanning for a network range: 

nmap -F 192.168.1.10/24 
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Step 8: To see packets sent and received r using nmap: 

nmap --packet-trace 192.168.1.10 
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Step 9:  

Now let’s Scan a single host: 

Here we have added our systems IP address  

Go to Nmap and add the respective IP address > From Profile select Intense Scan > Click on 

Scan 

a. The following output will give for Nmap Output   

 

 

b. The following output will give for Ports/Hosts Output  

 

 



19 

Cybersecurity for all (CS4ALL) ERASMUS-EDU-2022-CBHE, No 101083009 

c. The following output will give for topology  

 

 

d. The following output will give for Host details 
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Step 10: The scan can be saved in system as follows  

Go to Scan -> Save Scan and Save  

 


